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ABSTRACT 

There was a time when cell phones had antennas and tweeting was something done only by 

birds. It was later that cell phone companies tried merging Internet technology with mobile 

phone technology. It was in the year 2005 that Voice over IP emerged. 

Voice over Internet Protocol or IP telephony is the routing of voice conversations over a public 
network (Internet) or private network (Intranet). VoIP services allows users to make Internet calls 
from their smart phones and mobile VoIP apps are among the most popular applications of VoIP. 
People are gradually shifting from traditional voice calling to Voice over IP. This gradual migration 
is beginning to lower the revenue earned from voice minutes. This is leading to loss in the telecom 
sector as low data rates make VoIP an attractive alternative to traditional calling. 
 
Therefore, the objective of this research is to identify the current Indian scenario in the voice 
calling sector and find out how much loss are applications like WhatsApp causing the telecom 
industry. We are also focussing on the challenges faced by VoIP in terms of quality factors and 
security threats. We have also given some recommendations on how a level playing field can be 
maintained between OTT players and the telecom sector. 
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1. TCOE Orientation 

TCOE India is registered as a society under Societies Registration Act XXI of 1860. The need, 

objective and missions of this organization are as follows-   

Need: To build a robust ecosystem for R&D, IPR, Standardization and Product development.  

Objective: Application based R&D and innovation jointly with the industry and academia. 

Mission: Create synergy amongst academia, telecom industry and the government for creation 

of new services, generation of IPR, development of manufacturing capability, global telecom 

standardization activities and promotion of entrepreneurship.  

There are a total of 8 Telecom Centres of Excellence which conduct research on the various 

projects allotted to them.  

 

Figure 1.1 TCOE Tie Ups 
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1.1 Functioning and Organizational Structure 

TCOEs have adopted the following two-tier organizational structure. 

 Governing Board for strategic decision making under the Chairmanship of Secretary, 

Department of Telecommunication (DoT). 

Current Chairman – Mr. Rakesh Garg, Department of Telecommunications, Ministry of 

Communications & IT, Government of India 

 

 A Coordination Centre (TCOE CC) headquartered in C-DOT Campus to coordinate 

amongst all stakeholders and undertake the common activities for all TCOEs, Govt. and 

Industry. 

Other than these bodies there are two more committees for looking into the processes carried 

out by the TCOEs. 

 Executive Council for managing day-to-day activities under the Chairman of Joint 

Secretary, DoT 

Current Chairman – Mr. V Umashankar, Joint Secretary, DoT, TCOE India 

 

 A central Steering Committee to administer the research project management, evaluate 

and identify TCOE for assigning research projects. 

 

The following officials work at the TCOE Coordination Centre: 

Mr. K K DAS, Director TCOE  

Cdr. Anurag Vibhuti, Deputy Director TCOE 

Mrs. Neeti Bhatia, Manager Coordination, TCOE 

Mr. Siddharth, Project Manager, TCOE 
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2. Success Stories 

As on 31st January, 2015, 41 research papers in aid of policy/management decisions have been 

published in TCOE and IIM-A website. TCOE has successfully contributed in the incubation of 4 

startups. TCOE has 89 ongoing projects under telecom sector, out of which 5 technologies have 

been commercialized in operator network, which include ‘Variable Phase Power Plant for Access 

Network’ and ‘Digital Kisan Mandi’. 

 

2.1 Variable Phase Power Plant 

It is a technology developed by BITCOE-IIT Kanpur .This innovation increases the overall long-

term running cost efficiency of power plants, in telecom exchanges situated in rural areas. A 

conventional telecom power plant designed for a three-phase grid input stops working unless all 

the three phases of the grid are active. This creates operational issues in rural exchanges where 

grid supply is unreliable and intermittent in nature. To solve this problem, variable phase power 

plant have been developed that can work with one, two or three phase power input depending 

on the availability. 

 

2.2 Digital Mandi Application 

It is a unique web and cell phone based application developed by BITCOE (BSNL IIT-Kanpur Centre 

of Excellence) at IIT-Kanpur which provides a registered farmer (kisan) alerts through SMS and/or 

voice on his mobile about selected mandi rates of selected crops. The query and retrieval can be 

done via internet or on any GPRS enabled cell phone. 
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3. Lectures and Visits 

3.1 Introduction to LTE-A 

On 4th June, 2015, we had our first lecture on LTE-A. The lecture was taken by Mrs. Shivani Sharma 

and Mr. Anukul Gupta. The main objective of the lecture was to acquaint us with the working of 

wireless network and emerging technologies, namely HSPA+ and LTE-A. 

LTE- Long Term Evolution refers to the standard for wireless communication of high speed 

internet for mobile phones and data terminals. It deploys EDGE and HSPA network technologies, 

increasing the capacity and speed using different radio interface together with improved core 

network technologies.  

Features and Benefits of LTE-A 

 Downlink peak rate: 3Gbps 

 Uplink peak rate: 1.5Gbps 

 RAN round trip time < 10ms  

 Increased number of simultaneous active subscribers 

 Supports FDD and TDD 

 Backward compatibility with GSM/UMTS systems 

C-DOT contribution to LTE technology 

 C-DOT is developing EPC core, the E-UTRAN and UE dongles. 

 C-DOT is developing HSS for LTE-A. 

 C-DOT will support policy control and charging. 

 C-DOT LTE-A will support video, voice and data services through IMS and will provide 

direct IP connectivity. 

 In order to test the protocol related behavior of EPC core network protocols, C-DOT is 

using the LTE-A conformance tester.  
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3.2 Introduction to Optical Communication 

Second lecture on optical network was taken by Mr. Gupteshwar Majhi from C-DOT. The lecture 

included advantages of optical network over copper network, AON and PON, and emerging 

technologies in core network. 

Advantages of using optical network 

 Fiber provides more bandwidth than copper and has standardized performance up to 10 

Gb/s and beyond. 

 Data from optical network is extremely difficult to tap and thus more secure. 

 Multiple user can benefit from single optical fiber using GPON technology, thus is cost 

effective. 

Figure 3.1 AON vs. PON 

 

C-DOT contribution to PON technology 

 C-DOT is developing OLTs at Delhi, which can provide connectivity via 96 fiber links. Each 
link can be connected to 126 users. 

 C-DOT is configuring and testing OLTs for various network topologies 
 C-DOT is developing DWDM (Dense wavelength division multiplex) technology for PON. 
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3.3 FICCI Visit 

On June 10th, 2015, we went to FICCI (Federation of Indian Chambers of Commerce and Industry) 

located in Federation House, Tansen Marg, New Delhi. We were given a presentation regarding 

what FICCI is, what it does and how it goes about doing all this, by Mrs. Ritika – an employee of 

FICCI. The main focus of the presentation was on the programmes run by FICCI: 

DST-Lockheed Martin India Innovation Programme 

Joint initiative by the Department of Science and Technology (India), Lockheed Martin 

Corporation, Indo-US Science & Technology Forum, IC2 Institute at the University of 

Texas, Stanford Graduate School of Business and FICCI. It aims at promoting Indian innovative 

technologies into the global markets. 

DRDO–FICCI Accelerated Technology Assessment and Commercialization (ATAC) Programme 

This programme jointly under the Defense and FICCI aims at promoting the DRDO technologies 

for production of goods and services for the Indian population, examples being, Bio-toilets and 

explosives detector kit. 

3.4 IAN Visit 

We visited the Indian Angel Network in New Delhi on 13th June, 2015. We had a lecture delivered 

to us by Mr. Bikky Khosla, CEO, tradeindia.com, on the topic “Investor and Field Experts Guide to 

manage and Build a Thriving Business Online”.  

In the talk he discussed the various challenges and opportunities that an entrepreneur has to 

encounter on the way to building a successful business and generating value. He talked about 

how successful companies like Google, Amazon and Flipkart have been built and went on to 

educate us about the values that an entrepreneur should ideally possess. He also discussed the 

various elements that form the core of e-commerce business. They are listed as follows: 

 Laterally 

1. Between a company and its customers (B2C) 

2. Business partners, suppliers or intermediaries(B2B)  

 Horizontally: 

1. Enterprise resource planning(ERP) 

2. Customer relationship Management(CRM) 

3. Knowledge Management 

 

 

https://en.wikipedia.org/wiki/Department_of_Science_and_Technology_(India)
https://en.wikipedia.org/wiki/Lockheed_Martin_Corporation
https://en.wikipedia.org/wiki/Lockheed_Martin_Corporation
https://en.wikipedia.org/wiki/Indo-US_Science_%26_Technology_Forum
https://en.wikipedia.org/wiki/University_of_Texas
https://en.wikipedia.org/wiki/University_of_Texas
https://en.wikipedia.org/wiki/Stanford_Graduate_School_of_Business


 Voice Calling To VoIP Shift In India- Calculation Of Loss: A Market Study 

 

15  

 

PROJECT ANALYSIS 

4. Introduction 

4.1 Rise of VoIP 

The telecom sector has seen immense growth during the past decade and so has the smartphone 

industry. The rate at which transfer of data takes place in phones over internet has been rising 

exponentially. We started with 1G technology which did not give any provision for data transfer. 

Today we are talking about 4G and 5G which would provide speeds in Gigabits/second.  

Due to the increased speed it has become possible to convert voice into packets of data and send 

it over the net. That’s what VoIP applications do. They convert the incoming voice of an individual 

into packets of data which is then transferred over the internet and accessed using OTT 

applications like Skype and Viber. 

Just recently WhatsApp has also started providing calling facility in their app. People who have a 

WhatsApp account can call other WhatsApp users without spending a penny of their call balance. 

Hence this facility has become quite favored compared to voice calling especially in the presence 

of WIFI. 

4.2 Decline of Traditional Calling 

As per some rough estimates done by some Indian telecom companies themselves, they are 

losing Rs. 5000 crore per year due to immense popularity of these free OTT apps. Further 

research indicates that loss may extend up to Rs. 16000 crore in the next 2-3 years as user base 

for such free mobile apps is continuing to soar.  

Users have literally ditched SMS services provided by telecom companies as average SMS being 

sent by Indians have fallen to an all-time low of 2 per day. A message costs Rs. 1 for local and Rs. 

2 when on roaming whereas a message over WhatsApp costs a few paise because of the small 

amount of data used.   
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5. Research Objective 

Although some research has been done on the gradual decline of traditional phone calling, its 

implications on the telecom industry has not been thoroughly covered. Our main objective is to 

not only find out the current loss incurred by the telecom industry but also to give some 

recommendations on how this parity between telecom companies and OTT players can be 

resolved. Also we are going to consider more than one telecom service provider for our project 

so that we get a more accurate result. 

6. Why This Research? 

The main purpose of this project is to make people aware of the shifting trend from traditional 

voice calling to VoIP which is subsequently causing loss to the telecom companies. It is due to 

such research work that telecom companies are now demanding regulation of OTT applications 

to the Telecom Regulatory Authority of India (TRAI). We will also touch upon some quality of 

service parameters which are crucial and need to be looked into in case of VoIP. 

7. Research Methodology 

7.1 Research Gaps 

Most of the general public is enjoying the services provided by the OTT applications. Only a few 

of them are trying to understand the impact of these applications, whether positive or negative, 

on the telecom industries. Each telecom company has its own data as well as voice calling plans. 

But there are large variations in the number of subscribers for each company. There is even more 

variation in the different data schemes taken by these subscribers. So it is difficult to calculate an 

average loss faced by these companies. 

Also in order for the result of this project to be accurate, the number of subscribers for each data 

plan will be needed and this information is considered to be confidential by the telecom 

companies. So we can conduct only a rough estimate by doing the project considering ourselves 

as test cases. 
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7.2 Research Design 

We are going to use the OTT application WhatsApp’s voice calling facility for conducting our 

research. Here’s how we are going to go about with our experiments.   

1. First we will check the speed of our network. Voice calling using OTT applications 

requires a bare minimum data transfer speed for uninterrupted calls. Most 

applications require 3G network for voice calls but WhatsApp provides this facility 

even in 2G networks. Since 2G is not great for VoIP it is not likely that people use it for 

the same. Hence we shall be considering only 3G. 

2. Install an application (Data Monitor) in order to measure data volumes of individual 

applications which in this case is WhatsApp. 

3. We will then make a series of data calls using WhatsApp for the same duration and 

then measure the data consumption first using the application and then the data 

usage shown by the smart phone itself. 

4. We then take an average of this data consumption. We do this for both 2G and 3G 

networks. 

5. After that we will find out the cost for unit data consumption of a particular service 

provider without considering net pack and calculate the total cost for the voice call. 

6. Then we take into account the 1GB 3G net pack and carry out the same process as 

stated above. 

7. We will then take into consideration more service providers and carry out the same 

process right from step 5. 

8. In the end we will calculate the cost for a normal voice call for the same duration as 

the above test cases and compare the costs. We will use this data to find out the 

loss/profit incurred due to the use of OTT apps instead traditional voice calling. 

9. We will also give some recommendations on how OTT players can be brought at a 

level playing field with telecom companies. 

10. Also we will look into some Quality of Service parameters that play an important role 

in development of voice calls over IP. 

 

 

 

 

 



 Voice Calling To VoIP Shift In India- Calculation Of Loss: A Market Study 

 

18  

 

Figure 7.1: Flow Chart for Profit/Loss Calculation 

 

 

7.3 Research Tools 

We will need to use very simple tools for our project. Firstly we will need a smart phone having 

an android version of 2.1 and above and WhatsApp application of version 2.12.0.1 pre-installed. 

Also we will need an application like Data Monitor to measure the data consumed during the 

WhatsApp call. We can get this application on Google Play. 

8. Assumptions 

1. Rational consumer - not calling over the internet without a data pack since it is cheaper 

to resort to traditional voice calling over VoIP in absence of a data pack. 

2. Every data pack consumer takes the 1GB or nearest to 1 GB, 3G data pack of any of the 

top 4 TSPs (ranked according to number of mobile internet subscribers). 

3. Every WhatsApp user has a data pack, and calls using both traditional voice calling and 

WhatsApp calling. 

4. Every user, on average, calls for 20 minutes daily using WhatsApp. 

5. The whole subscriber population has prepaid connection (I.e. no postpaid connections 

with any type of network plan). 

Acquire a 3G 
connection on 3G 

enabled smartphone
Install data monitor

Make VoIP calls 
using WhatsApp 

for 20 mins

Calculate average 
number of MBs for 
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cost/MB of data 
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if the call was a 
simple voice call

Calculate total 
profit/loss incurred 

by the TSPs
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9. Steps Involved 

9.1 VoIP Calling 

For our project we used Airtel 3G network. We made WhatsApp calls for duration of 20 minutes 

and measured the data consumed and the cost incurred. We divided the project into two 

categories: 

1. Without using any data pack 

2. Using 1GB, 3G data pack worth Rs. 250, having validity of 30 days 

Calling with/without data pack over internet 

Case 1: Calls without any data pack but over internet 

For our first case we made calls for twenty minutes without any data pack which means that the 

price for data usage will be standard that is 4 paisa per 10 Kilobytes of data. Using an application 

named ‘My Data Manager’ we found that nearly 15MB of data was consumed during our call. 

The total price as per the above data rate is nearly Rs 62(Rs. 61.44 precisely). The above charges 

are the data regular charges which people usually don’t pay. Instead people usually subscribe to 

a data plan which costs a small amount but provides huge data usage limit.  

Case 2: Calls made using 1GB 3G data packs 

Since we are using a 3G network a 1GB data pack valid for 1 month will cost around Rs 250. A 

WhatsApp call for 20 minutes will consume 15MB of data which means that we were charged 

only 3-4 rupees (Rs. 3.66 precisely) for the WhatsApp call. Using this data pack we are actually 

being charged less than 25 paise per MB (24.4 paise per MB precisely) of data. 

Also WhatsApp allows voice calls on 2G networks as well. So for all the users using a 2G network 

a 20 minute voice call will cost less than 1 rupee. 
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Figure 9.1 Cost Comparison for Different Calling Methods 

 

Data Pack Rates 

The following table provides the data pack rates of top 4 telecom service providers in India, 

ranked according to the number of mobile internet subscribers. Mentioned below are their 1GB 

data packs and their validity is almost the same. 

Figure 9.2 Cost Comparison of Data Packs of Top 4 TSPs 

TSP Data Rupees Days 

Airtel 1Gb 249 30 

Vodafone 1Gb 251 28 

Idea 1Gb 249 28 

Reliance 
Communication Group 1.25Gb 197 28 
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9.2 Traditional Voice Calling 

Same Circle/ Local Calling: Calling costs 2paise/sec, so our call of 20 minutes would generate 

                    a revenue of Rs. 24. 

STD Calling        : Calling costs 2paise/sec, so our call of 20 minutes would generate a 

           revenue of Rs. 24. 

ISD Calling        : Calling can cost from Rs. 8(min.) to Rs. 180(max.), so our 20 minutes  

           would generate a revenue ranging from Rs. 160 to Rs. 3600.    

Note: above mentioned calling rates - using Airtel network 

9.3 Calculation of Loss 

Weighted average of TSPs Data Packs 

We shall be taking the weights of only the top 4 TSPs based on their market share of mobile 

internet subscribers. 

 

 

Figure 9.3 Market Share of Mobile Internet Subscribers of Various TSPs 

 

Airtel, 17.04%

Vodafone, 
24.32%

Reliance
Communication 
Group, 12.16%

Idea, 13.14%

Others, 33.34%

Market Distribution of Mobile Internet Subscribers
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Statistic Used - Weighted Average   

 

 

 

Where, 

�̅� = weighted mean of data pack rates 

wi = internet subscriber base of TSPs (weights) 

xi = data pack rates of the TSPs (in rupees) 

n = number of TSPs/Data Packs = 4 

Using this formula, the weighted average was found to be Rs. 240.24. This means that a user 

purchasing a 1GB or nearest to 1GB, 3G data pack from any of the top 4 TSPs will, on average, 

spend Rs. 240.24. 

For the extensive calculation, please refer to Appendix Part B page 30. 

Hence, the user will spend 23.46paise/MB implying that the cost of making a call for 20 minutes 

(i.e. using up 15MB worth of data) is Rs. 3.52. 

Computation 

Loss incurred = (potential traditional-voice-call revenue) – (revenue earned through data packs) 

For a single user calling for 20 minutes: 

LossSTD= Losslocal = Rs. 24 – Rs.3.52 

  = Rs. 20.48 

Now, the number of WhatsApp Users in India = 70 million 

 
Hence the total loss Incurred if all current WhatsApp users in India were to call for 20 minutes 
using WhatsApp instead of traditional voice calling = Rs. 20.48 * 70 million = Rs. 1433.6 million. 
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10. Recommendations 

Tax sharing model 

Taxes on wireless phone services are often higher than those on most other consumer items. VoIP 
services, however, dodge these high levies because communication occurs almost entirely over 
the Internet rather than the PSTN line when you make a VoIP call. Currently, the government has 
taken a hand’s off approach when it comes to taxing VoIP services because of their means of 
transferring information over an IP network. 
The government should tax over the top (OTT) players like WhatsApp, Viber, Hike and Facebook 
as they are getting a "free ride" on telecom networks. Currently, they neither pay for the 
spectrum, nor do they pay any other kind of fees. 
 
Quality of Service 

In order to stay in the market TSPs are required to follow all the guidelines that relate to quality 
of service (QoS) but there are no restrictions on OTT players. Voice calls on WhatsApp work even 
on 2G network in which people experience latency and cracking of voice. VoIP delay or latency is 
characterized as the amount of time it takes for speech to exit the speaker’s mouth and reach 
the listener’s ear. Latency sounds like an echo.  
These OTT application providers who also give voice calling facilities should be made to follow all 
the strict guidelines under QoS. This will make them purchase more bandwidth for VoIP. 
 
 Partial share in spectrum purchase 

The price of a spectrum band is very high and TSPs need to purchase such a band in order to 
provide services like voice calling. VoIP applications instead use the internet network in order to 
provide the above service hence not having to spend a penny on purchase of bandwidth. What 
they don’t understand is that if TSPs stop buying spectrums, they will neither be able to provide 
any VoIP service nor any other facility. So it would be better if OTT players had a share in the 
purchase of spectrums as they are also a co-benefactor and eating into the revenue of telecom 
companies. 
 
Revenue Share Model 

In telecommunication, there is no deviation in the formula for calculation of profit i.e. (Revenue-
Cost = Profit). But in telecom industry, the upfront cost of setting up a business is huge especially 
for network assets like BTS, OFC Networks etc. While these are just the cost for establishment, a 
lot of money is spent on research and development of newer and better technologies like 5G. Its 
only sources of income are recharges, top-ups and bills. TSPs depend a lot on revenue from voice 
calls for making profit. It is already making loss of up to Rs.20,000 crore due to migration from 
SMS service to WhatsApp. And now with the rise of VoIP, TSPs won’t be able to make up for their 
investments and will eventually have to stop their R&D.  
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One solution to this problem can be a proper and well thought out revenue sharing plan where 
OTT players will share a portion of their profit with the TSPs in order to use their network. Some 
people are confusing this with the issue on net neutrality. Revenue sharing has nothing to do 
with net neutrality. Instead revenue sharing will only help the TSPs in providing better network 
facilities like 3G and 4G connectivity, which will in-turn help VoIP providers. On the other hand if 
TSPs stop providing their services or raise the price of data usage, it is these OTT players and the 
general public who will suffer. 
 

11. Quality of Service 

The term “Quality of Service” (QoS) is defined as “the collective effect of service performance 

which determines the degree of satisfaction of a user of the service indicating the performance 

of a broadband network and of the degree to which the network conforms to the stipulated 

norms”. The department of telecommunication has set up these guidelines that need to be 

adhered to by all TSPs providing internet services. But due to the huge amounts of data transfer 

involved with VoIP, some of these measures are being compromised. 

Challenges faced by VoIP 

1. Jitter 

Jitter refers to the variation in the delay of received packets. Jitter is a typical problem in 

packet switched network. The quality of voice calls over IP reduces due to this effect. 

According to quality of services guidelines, jitter between staring point and ending point 

of communication should be less than 100ms. One of the solutions to solve the issue of 

jitters is to use a jitter buffer. In VoIP a jitter buffer is a shared pool of data where packets 

of voice can be collected, stored and sent to the voice processor in evenly spaced time. 

One of the advantages of a jitter buffer is that the greater the size of buffer, the smaller 

the loss of packets. 

 

Figure 11.1: Jitter Illustrated Using Flow of Packets 
Reference: www.cisco.com 

http://www.cisco.com/
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2. Latency 

Latency refers to delay in data transmission from source to destination. There are many 

components involved in the transmission of IP packets from source to destination. One of 

which is jitter buffer. But, because of the division of transmission with respect to time, it 

leads to extensive latency.  

Now, due to latency there is a delay in the transmission of voice and the receiver gets a 

delayed response. One of the solutions to this problem is real-time prioritization of traffic 

by marking packets with ToS values. ToS or Type of Service value is a single byte field in 

an IP packet header that specifies the service level required for the packet.  

We conducted an experiment on our own phones to check the latencies in our network. 

We used an application named Network Latency Checker from Google Play. We took a 

trial of ten readings and this is what we found on HSDPA and 15 EDGE connections: 

 

Observation No. Latency HSDPA (in ms) Latency 15 EDGE (in ms) 

1 180 1172 

2 136 760 

3 127 684 

4 139 753 

5 128 1105 

6 130 695 

7 134 675 

8 122 900 

9 128 830 

10 137 693 

 

Figure 11.2: Latency Values (in ms) of HSDPA and EDGE Connection Speeds 
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Figure 11.3: Latency Comparison of HSDPA and EDGE Connection Speeds 

 

A normal person can detect latency greater than 300ms and younger people having sensitive 

hearing can detect latency of up to 150ms. We came up with this table grading different latency 

levels. 

Perceived Quality  Latency 

Excellent 0 to 150ms 

Good 150ms to 300ms 

Poor 300ms to 450ms 

Unacceptable Above 450ms 

 

Figure 11.4 Latency Grading Table 

We find that the HSDPA connection is well within the good-excellent range whereas the 15 

EDGE is in the unacceptable range of the latency grading scheme. Hence voice calling over 15 

EDGE is not advisable while the same over a HSDPA connection would run smoothly.  
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3. Bandwidth 

In the world of internet, bandwidth is defined as the bit rate measure of available or 

consumed data communication resources. It is usually expressed in bits/second. This 

bandwidth is shared with other applications when using VoIP and this degrades the 

quality of a call. This problem can be solved if OTT players buy more bandwidth from the 

TSPs or by sacrificing other data types. 

 

12. Security threats in VoIP 

In this section we discuss the threats and vulnerabilities faced by VoIP and also try providing some 

ways of making it more secure. 

1. Leakage of data 

We all have heard about WhatsApp leaks. There are hacking applications on the internet 

which easily decode the passwords of individuals allowing one to get confidential 

information about someone else. There have already been reports of leakage of 

photographs over WhatsApp. And now with VoIP, WhatsApp has become even more 

vulnerable. Now, entire conversations can be tapped if proper precautions are not taken. 

For example an application named Voice Over Misconfigured Internet Telephones or 

VOMIT can convert IP phone conversations into .wav file which can be played on most 

sound players and is extensively used by hackers. Similarly, an application named Oreka 

is used to record VoIP sessions. It works with almost all VoIP platforms. 

 

2. Unauthorized access to data packets 

In order to tap a conventional phone, physical access is required. But with VoIP, it is easier 

to tap data because of the large number of nodes between any two people having a 

conversation. If someone can compromise any of these nodes, then the IP packets flowing 

through that node can easily be accessed. This data can be easily converted into simple 

voice format using the applications mentioned previously. 
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13. Prevention against VoIP hacking 

One of the main reasons for lack of strong security measures in case of VoIP is that OTT players 

do not want to compromise with the quality of calls. Since VoIP already involves huge amounts 

of data transfer any security parameters will only mean more delay in transmission. But due to 

the rise of security threats the need for protection against them has become inevitable. Here are 

some measures which will help to reduce the vulnerability of VoIP calls. 

1. Having a dedicated network for VoIP which could be separate from the data network. 

Although this will be quite a tedious task on an administrative level, VoIP calls will be less 

exposure to hackers. Also, hacking applications will not be able to switch to this network. 

2. Having proper authentication mechanism which ensures that the user making the call is 

actually that person himself. These days, security measures like captcha codes are used 

to ensure that no hacking tool is being used for gaining access and making calls. 

3. A more complex encryption should be used so that even if someone is able to retrieve 

data packets from the network, it would be very difficult to decrypt that information. 

4. Also these OTT providers should go for a dedicated firewall and an intrusion detection 

and prevention system for all VoIP applications. Although this might degrade the quality 

of calls at first as these security measures will also consume bandwidth, it will be very 

beneficial in the long run. 
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APPENDIX 

A. References 

1. Article on “WhatsApp Goes To The Next Level With Its Voice Calling Service” from Forbes 

Magazine 

 

2. About TCOE from : 

www.tcoe.in 

 

3. Data rates of Idea: 

www.care.ideacellular.com 

 

4. Data rates of Airtel: 

www.airtel.in/mobile/prepaid/tariffs 

 

5. Data rates of Reliance Communication: 

https://www.mobikwik.com/reliance-gsm-online-recharge/Delhi-NCR/3G-Plans 

 

6. Number of mobile internet subscribers for Airtel, Idea, Vodafone and Reliance 

Communication: 

www.medianama.com/2014/05/223-vodafone-india-data-q4-fy14-earnings/ 

 

7. Data rates of Vodafone: 

https://shop.vodafone.in/shop/prepaid/mobile-internet.jsp 

 

8. Article on “VoIP vs Traditional Landline” from: 

www.businessbee.com 

 

9.  Statistics on changing trends of telecom subscriptions from “Accelerating on the I-way 

COAI annual report 2014-15” 

 

10. Total wireless mobile internet subscribers: 

TRAI Performance Report, July – September, 2014 

 

11. Jitter diagram 

www.cisco.com 

 

http://www.tcoe.in/
http://www.care.ideacellular.com/
https://www.mobikwik.com/reliance-gsm-online-recharge/Delhi-NCR/3G-Plans
http://www.medianama.com/2014/05/223-vodafone-india-data-q4-fy14-earnings/
http://www.businessbee.com/
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12. WhatsApp India user base: 

http://timesofindia.indiatimes.com/tech/tech-news/WhatsApps-India-user-base-

crosses-70-million/articleshow/45018845.cms 

 

13. Quality of Service Guidelines: 

www.dot.gov.in 

 

14. Security threats in VoIP: 

 https://www.sans.org/reading-room/ 

 

15. Network latency checker application 

https://play.google.com/store 

 

B. Tables 

TSP Data Rupees(x) Days 
Subscribers(in 

millions) 
Market Share (in 

%)(w) w*x 

Airtel 1Gb 249 30 40.1 17.04 4242.96 

Vodafone 1Gb 251 28 57.2 24.32 6104.32 

Reliance 1.25Gb 197 28 28.6 12.16 2395.52 

Idea 1Gb 249 28 30.9 13.14 3271.86 

Others    78.44 33.34  

Total(Top 
4 only)    156.8 66.66 16014.7 

 

Statistic Rupees 

Ʃwx/Ʃw 
(Weighted Average) 240.24 

 

 

 

http://timesofindia.indiatimes.com/tech/tech-news/WhatsApps-India-user-base-crosses-70-million/articleshow/45018845.cms
http://timesofindia.indiatimes.com/tech/tech-news/WhatsApps-India-user-base-crosses-70-million/articleshow/45018845.cms
http://www.dot.gov.in/
https://www.sans.org/reading-room/
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